
Considerations in ICT Hardware, Software and Services Procurement
Introduction
The purpose of this guidance is to highlight some of the key considerations when procuring a requirement with an ICT element. This guidance should not be taken in isolation, it is intended to be high-level and to provide considerations over and above those raised elsewhere in the rest of the Procurement Manual – more detailed responsibilities are covered elsewhere. 

Information and Communication Technology (ICT) and Services play a large part in the running of any organisation. Almost all staff require the use of a computer, phone, and ICT is a key part of running many back-office functions (payroll, finance and admissions for example.
ICT can be complex to the outsider. It is vital for ICT and Procurement professionals in Institutions to work together to ensure that, when specifying ICT software and hardware requirements, these are correct and in line with the Institution’s future technology plans. 
In most regards, purchasing ICT products and related services should be no different to purchasing any other types of commodity. However it does require expertise and input of ICT professionals in order to correctly specify and evaluate tenders. By the same token those with responsibility for procuring ICT need to ensure that any requirement is procured in a legally compliant way whilst ensuring value for money.
Considerations through the Procurement Process

Commodity Strategy Phase

It is important to tie the procurement process in with any project management methodologies that may be being followed as part of an ICT project. 
The first thing to consider is whether the upcoming requirement is necessary at all – or whether the issue can be resolved using existing resources. 

Consideration also needs to be given as to whether it fits in with the Institutions existing technology road map.

If a new Procurement is deemed necessary the next step is to create a specification. Guidance on specification writing can be found. It is important to remember that these should be output based. Further guidance regarding quantifying the status of a major ICT procurement prior to the start of a procurement can be found following this link;
http://www.ogc.gov.uk/documents/Procurement_Pre_Qualification_Test.pdf
Under the EU regulations it is not permissible to specify specific products or brands in a statement of requirements. Output based specifications present the desired outcomes of a completed procurement to suppliers as opposed to dictating a course of action to them. This promotes competition and innovation within the marketplace.

One of the key things to bear in mind is that whilst the systems and services being procured may require specialised expertise or components, they can still be procured using the standard Open and Restricted Procedures. It may seem that there are limited options available but by advertising and going out to the marketplace this can stimulate competition and innovation.
Advertising
Once the specification is complete the contract opportunity must be advertised.
(further guidance on Open, Restricted, Competitive Dialogue and Negotiated Tendering are part of the Sector Manual).

Multi-Component Contracts.
Contract opportunities often do not consist solely of one commodity (goods) or service (s). Purchasing software often requires significant professional service support to implement – the cost of these services often outstripping the cost of the software itself. Contracts for a mix of goods and services should be classified according to the main purpose of the contract.
For example, if the contract is mainly for the supply of goods but with incidental services, then it should be classified as a goods contract. Where the contract is for the supply of both goods and services, the element which has the greater value should determine how it is classified.

For full guidance on requirements for advertising please refer to Sector Manual.
ICTT and Evaluation

As with any other public procurement the evaluation criteria needs to be clearly stated up front and the evaluation completed on an objective basis. 
Other considerations
Only if the procurement is particularly complex can the Institution use a Competitive Dialogue.

In limited circumstances (for example no bids received) a Negotiated Tendering procedure may be used.

Bespoke v Off-the-shelf (“vanilla”) Software
A bespoke software solution will be designed to fulfil whatever requirements you have specified. This has the obvious advantage of being tailored to suit the needs of your Institution.

However, along with this there may be premium to pay for having all or part of the solution tailored especially for you. For example it can lead to further risks and costs regarding system upgrades and interfaces / integration with other systems.
On the other side, off-the-shelf products are designed with a more generic purpose in mind and may require internal process changes to fulfil the requirement that you have 
Any solution needs to be carefully evaluated along with consideration of the whole life costs of a product.
There may be scope to have certain bespoke elements to an off-the-shelf package as part of an overall solution.

Integration

Any ICT solution will require integration with existing systems within the Institution. Consideration needs to be given to what other systems/software the new solution will need to integrate with. This should be made clear to suppliers in the Statement of Requirements in the Invitation to Tender so that they are able to provide detailed integration plans and costs.

Lifecycle

It is worth ensuring that questions are asked as part of any Tender regarding the lifecycle of proposed software and/or hardware products. For example is the latest version being provided? Is the current version likely to be superceded in the near future? And what costs/issues may exist in upgrading?
The Institution also needs to consider the ongoing support availability for any product or service. This is especially important in considering bespoke solutions as the ongoing costs of maintaining and upgrading bespoke software may far outweigh the initial outlay. Furthermore, the Institution may find that it is at the mercy of one company capable of performing maintenance on bespoke products.
ESCROW agreements
Some of the risks of purchasing Software can be mitigated by putting ESCROW agreements in place.

A software escrow means depositing software's source code into an account held by a third party escrow agent. The software source code is released to the licensee if the licensor files for bankruptcy or otherwise fails to maintain and update the software as promised in the software license agreement. 

Maintenance

Most software companies offer ongoing maintenance of their products. As this can often be up to 20% of the initial software costs annually it is important to check what is included in these agreements – for example, are new versions of software included as well as updates and patches?
These costs need to be built into the whole life costing model before deciding which solution is best.

It is worth considering what the appropriate level of maintenance will be , for example, will there be a need for coverage on weekends or 24 hours a day? 
Licensing structure 
Tenderers may offer a variety of different structures for licensing agreements and consideration needs to be given as to which is most appropriate for the Institution. This is especially important with regards to future requirements. 
Licences may be offered on a per user basis, per server or unlimited licences for the organisation. Whatever is offered it is important to consider the effect of future fluctuations.

Furthermore thought needs to be given as to how easy it is for the Institution to manage and control the licences it is granted and to ensure that it is never under-licensed.

Environmental Impact
The ICT infrastructure within an Institution can have a significant impact on energy usage. The following link is to SusteIT which has been set up to 

investigate ways in which information technology within universities and colleges can be made more sustainable. http://www.susteit.org.uk/
Tools are available on the site to assess the carbon footprint and energy impact of ICT.
http://www.susteit.org.uk/files/category.php?catID=4
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